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Agenda

Today’s training session:

Follows COOP Planning Manual

Designed to be conducted in modules

Section References
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Training Modules

Introduction to COOP Planning

Project Initiation

Identification of Functional Requirements

Design and Development

Implementation

Maintenance
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Emergency Planning: A National 
Security Priority

“Our cities must have clear and up-to-date plans for 
responding to natural disasters, disease outbreaks, or 
terrorist attack … for evacuating large numbers of 
people in an emergency … and for providing the food, 
water, and security they would need.”

“I consider detailed emergency planning to be a 
national security priority.”

President Bush
New Orleans, September 15, 2005
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Emergency Planning: Potential 
Threats

Ice StormIce Storm

Severe WindsSevere Winds

HurricaneHurricane

TornadoTornado

Natural

FloodFlood

FireFire

DiseaseDisease

Internet VirusInternet Virus
Cyber AttackCyber Attack

AgroAgro--terrorismterrorism

Aircraft StrikeAircraft Strike

Chemical ExplosionChemical Explosion
Water PoisoningWater Poisoning

RadiologicalRadiological
BioBio--TerrorismTerrorism

Both Man-Made

EarthquakeEarthquake
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Continuity of Operations Planning: The effort to assure that the 
capability exists to continue essential agency functions across a wide 
range of potential emergencies. Essentially, the process of maintaining 
the business of government.

Continuity of Government: Preservation of the institution of 
government.  Maintaining leadership, through succession of 
leadership, delegation of authority and active command and control. 
The lack of leadership can lead to anarchy or unlawful assumption of 
leadership. Continuity of Government is integrated as a critical element 
in the comprehensive COOP plan.

What is Continuity of Operations 
Planning?
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Continuity of Operations Planning 
Guidance

Jurisdictions must be prepared to continue their minimum essential 
functions throughout the spectrum of possible threats from natural 
disasters through acts of terrorism. COOP planning facilitates the 
performance of State and local government and services during an
emergency that may disrupt normal operations. 

COOP planning goals should include an all-hazards approach, the 
identification of alternate facilities, the ability to operate within 12 hours 
of activation, as well as sustain operations for up to 30 days. 

FEMA, Introduction to State and Local 
EOP Planning Guidance, August 2002
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State of Virginia Guidance

Executive Order 7 (2002)
“All executive branch agencies directed to prepare emergency response 
plans or updates to existing plans that address continuity of their 
operations and services, and the security of their customers and
employees, in the event of natural or man-made disasters or 
emergencies, including terrorist attacks.”

Governor’s Management Objectives for 2004-2005 
(To be accomplished no later than December 2005)
Emergency Preparedness
“Achieve 100% preparation and testing of agency Continuity of 
Operations Plans and receive state-level emergency management 
accreditation through the national certification process”



10

State of Virginia Guidance

Executive Order 69 (2004)
“All executive branch agencies directed to exercise and test their COOP 
plans on or before Sept 1, 2005.”

§ 44-146.18 Code of Virginia (2005)
“The … Department of Emergency Management shall in the 
administration of emergency services and disaster preparedness 
programs … provide guidance and assistance to state agencies and 
units of local government in developing and maintaining emergency 
management and continuity of operations (COOP) programs, plans and 
systems…”
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The Emergency Management Accreditation Program 
(EMAP) and NFPA 1600 Standard on 
Disaster/Emergency Management and Business 
Continuity Programs establishes a common set of 
criteria for disaster management, emergency 
management and business continuity programs. 

American National Standards Institute (ANSI) 
recommended that the NFPA 1600 standard be adopted 
by the 9/11 Commission as the national preparedness 
standard.  

One of the standards defined by EMAP and NFPA 1600 
is the planning standard.  The standard requires a 
Continuity of Operations Plan.

Emergency Management 
Accreditation Program / NFPA

Governor Warner Announces
National Emergency Management 

Accreditation for Virginia, 
November 16, 2005
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State of Virginia Guidance

VDEM COOP 
Planning Manual

www.vaemergency.com
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COOP Planning Objectives

Ensure the continuous performance of a department or 
agency’s essential functions during an emergency.
Ensure the safety of employees.
Protect essential equipment, records and other assets.
Reduce disruptions to operations.
Minimize damage and losses.
Achieve an orderly recovery from emergency 
operations.
Identify relocation sites and ensure operational and 
managerial requirements are met before an emergency 
occurs.

Introduction
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Introduction to Continuity of 
Operations

Federal Preparedness Circular 65 COOP Planning
Implement COOP plans with and without warning.
Operational within 12 hours after activation.
Sustain operations for up to 30 days.*
Regularly schedule testing, training and exercising.
Regular risk analysis of current alternate operating facilities.
Optimal location of alternate facilities. 
Leverage existing agency field infrastructures
Consider the distance of the alternate facility from the primary
facility.
Multi-year, funded program management

*First COOP plan, VDEM requires agencies to sustain operations for only 14 days.

Introduction
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State COOP Program elements
Authorities
Program Administration
Testing, Training, Exercise & Maintenance Program
Alternate Site Standards
State EOP Guidance on Activation of COOP Plans
Statewide Prioritization of Essential Functions
Integration of COOP into other Emergency Management programs

State COOP Program
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Who should be involved in COOP 
Planning?

It’s a team effort!
Personnel at every level of the organization, including:

Senior Management
COOP Coordinator/Point-of-Contact (POC)
COOP Planning Team
Management and staff
Virginia Department of Emergency Management 
(VDEM)

Introduction
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10 Critical Elements of a COOP 
Plan

Essential Functions
Delegations of Authority
Orders of Succession
Alternate Facilities
Interoperable Communications
Vital Records
Human Capital Management
Tests, Training and Exercises
Devolution
Reconstitution 

Introduction
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Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
Identification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Introduction
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Introduction to Continuity of 
Operations

Let’s review:
Emergency planning is a priority.  
COOP planning ensures continuation of essential functions and 
an orderly recovery
Plan for an all-hazards approach, with or without warning
Planning involves staff at all levels in the organization
10 critical elements of a COOP plan
Manual guides you through the 7 phases of COOP planning 
process
VDEM has established the State COOP Program Management 
and is here to help

Next:  Phase I– Initiation Phase
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Phase I:
Project Initiation
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Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
Identification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Section I
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Project Initiation

The project initiation phase consists of:
Appointing a COOP Coordinator
Organization of a COOP Team
Initial Project Meeting

Section I
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Appointing a COOP Coordinator
Responsibilities of the COOP Coordinator:

Develop short- and long-term goals and objectives.
Assist in the identification of planning team members.
Create a blueprint for developing the COOP program.
Identify and assist in resolving issues related to COOP plan 
development, activation, implementation and reconstitution.
Developing measurable criteria for measuring and evaluating 
COOP performance.
Acting as a liaison between the planning team and agency 
leaders.
Serving as a liaison to the COOP Steering Committee and 
VDEM.

Section I.A, Worksheet # 1
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Appointing a COOP Coordinator

Worksheet #1: COOP 
Leader Selection

Annex B, Worksheet #1
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Organization of a COOP Team

COOP Team Considerations
Consist of a wide range of individuals from all levels and 
divisions or departments of an agency.  
Consist of 8 to 10 members representing an actual mix 
of divisions or departments. 
COOP team should meet regularly throughout the 
planning process 

Section I.B, Worksheet # 2
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Initial Project Meeting

Topics to Cover in First Team Meeting
COOP project team organization.
Team’s mission statement.
Roles and responsibilities of individual members and the team.
COOP Team objectives and deliverables.
Project schedule.
Project Milestones to enable progress to be tracked 
Reporting process to be issued by the COOP Coordinator to senior
management.
Review and approval process.
Coordination with external response agencies.
Estimate COOP planning and activation costs.

Section I.C, Worksheet # 3, 4, 5, 6, 7
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Initial Project Meeting

Worksheet #3: Initial 
COOP Project Team 
Meeting 

Annex B, Worksheet #3
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Initial Project Meeting

Worksheet #4: COOP 
Team Mission Statement

Annex B, Worksheet #4
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Initial Project Meeting

Worksheet #5: COOP 
Team Objectives and 
Deliverables

Annex B, Worksheet #5
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Initial Project Meeting
Let’s review:

First step is to appoint a COOP Coordinator.
COOP Coordinator facilitates the development of the plan and 
leads the COOP Planning Team.
Establish a COOP Team should be 8- to 10-members with a mix 
of key personnel from the division.
Conduct an Initial Project Meeting to define the team’s mission,
set objectives, establish a schedule and milestones and define 
reporting process.
Estimate COOP planning and activation costs.

Next:  Phase II – Identification of Functional Requirements
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Phase II:
Identification of Functional 

Requirements

Identifying and Prioritizing 
Essential Functions
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Creating a COOP plan
7 phases of the COOP planning process

Project Initiation
Identification of Functional Requirements

Identify & Prioritize Essential Functions
Identify Vital Records, Systems and Equipment
Name Key Personnel
Selecting an Alternate Facility
Interoperable Communications
Risk Assessment

Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Section II.A
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Identification of Functional 
Requirements

An assessment of the functional requirements of a 
COOP plan consists of:

Identifying Essential Functions
Identifying Vital Records, Systems and Equipment
Naming Key Personnel
Selecting an Alternate Facility
Determining the existence of Interoperable 
Communications

Section II.A
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Identify Essential Functions

Essential Functions are the agency’s business 
functions that must continue with no or minimal 
disruption. 
Use a four-step approach to identify essential 
functions:

Identify all functions
Identify essential functions
Determine essential function resource requirements
Prioritize essential functions

Section II.A
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Identify all functions

Identify areas of responsibility using 
agency’s mission statement, 
values, 
goals and objectives, 
organizational chart, 
a review of agency operating procedures, and
legal authorities.  

Annex B, Worksheets # 10, 11
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Identify Essential Functions

Determine criteria for selecting essential functions
Criteria based on review of emergency response 
plans, emergency operating procedures, and 
brainstorming sessions.
Review the Virginia Emergency Operations Plan to 
identify functions required during a disaster.
After completing Worksheet #12, go back to 
Worksheet #11 and mark essential functions.

Section II.A.2, Worksheet # 11, 12
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Determine Essential Functions 
Resource Requirements

Examine processes and services that support 
essential functions.
Determine if essential functions have time or 
calendar components.
Determine what critical processes or services, 
personnel, records, equipment and resources 
needed.
Determine the senior management and technical 
personnel needed to carry out essential functions.  

Section II.A.3 Worksheets # 13, 14, 15
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Determine Essential Functions 
Resource Requirements

Worksheet #13: Essential 
Function Questionnaire

Annex B, Worksheet #13
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Determine Essential Functions 
Resource Requirements

Worksheet #13: Essential 
Function Questionnaire

Annex B, Worksheet #13
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Prioritize Essential Functions

Critical processes or services are those that must be 
resumed within 24 hours
Secondary processes must be resumed as quickly as 
possible after a disruption
Determine the time criticality for each function

Time criticality:  the amount of time that function can be 
suspended before it adversely affects the organization’s 
core mission
Recovery Time Objective (RTO):  period of time within 
which systems, processes, services or functions must be 
recovered after an outage

Section II.A.4, Worksheet # 16
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Identify & Prioritize Essential 
Functions

Let’s review 4-step process:
Identify all functions.
Identify essential functions. 
Determine resource requirements for essential 
functions.
Prioritize essential functions. Consider time criticality 
and recovery time objectives.

Next:  Phase II – Identify Vital Records, Systems & Equipment
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Phase II:
Identification of Functional 

Requirements

Vital Records, Systems and 
Equipment
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Creating a COOP plan
7 phases of the COOP planning process

Project Initiation
Identification of Functional Requirements

Identify & Prioritize Essential Functions
Identify Vital Records, Systems and Equipment
Name Key Personnel
Selecting an Alternate Facility
Interoperable Communications
Risk Assessment

Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Section II.B
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Identify Vital Records

List vital records needed to continue essential functions for 
at least 14 days.
Only a small percentage of the records are essential to 
emergency operations or that are difficult or impossible to 
replace.
The length of time a record is retained is not a key factor to 
whether it is vital.
Vital records may be in any format or medium.  
Consideration must be given to the technology required to 
access the information.

Section II.B.1, Worksheet # 17



45

Identify, Select and Arrange for 
Protection Methods

Current methods of protection and preservation may be 
sufficient.  
Review current backup and retention schedules for each 
vital record.
Consider storing duplicate files off-site or upgrading the 
current storage facilities.
Consider regular back up and transfer of files to an 
alternate location.

Section II.B.1.a, Worksheet # 18
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Identify Restoration and Recovery 
Resources

Vital records are often integrated with information 
technology systems and equipment .
Agencies should consult with their IT staff for recovery of 
vital electronic records.
COOP teams should also identify restoration and recovery 
resources for non-electronic records.  

Section II.B.1.b, Worksheet # 19
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Identify Restoration and Recovery 
Resources

Worksheet #19: 
Restoration and 
Recovery Resources

Annex B, Worksheet #19
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Vital Systems and Equipment

Critical systems and equipment are essential to emergency 
operations or to the continuance of critical processes and 
services for a minimum of 14 days.
The IT component of any organization plays a vital role in 
COOP planning. 
Not all equipment is electronic, i.e., transportation systems, 
phones, vehicles, medical equipment, etc.
Goal is to have a non-technical employee recover system in 
an emergency.

Section II.B.2
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Identify Vital Systems & Equipment
Identify those systems and equipment that are essential to the 
functioning of the agency and the continuance of the agency’s mission.
Not every system or piece of equipment is vital, even if it is important.
Prioritize how systems and equipment should be recovered in the event 
of a disruption.
Consider if a system or piece of equipment is dependent on another for 
operation.
Review the list of vital systems and equipment and assess the best 
method of protection.  
Include maintenance programs that regularly test these systems and 
equipment.

Section II.B.2.a, Worksheet # 20
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Identify Vital Records, Systems & 
Equipment

Let’s review:
Vital records can be paper, electronic or microfilm.
List vital records needed to continue essential functions for at
least 14 days.
Document current methods for protection and preservation of 
vital records, including backup and retention schedules.
Vital records are closely integrated with IT systems.
Identify the systems and equipment needed to perform essential 
functions.
Arrange for protection methods for vital records, critical systems 
and equipment

Next:  Phase II – Name Key Personnel
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Phase II:
Identification of Functional 

Requirements

Name Key Personnel
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Creating a COOP plan
7 phases of the COOP planning process

Project Initiation
Identification of Functional Requirements

Identify & Prioritize Essential Functions
Identify Vital Records, Systems and Equipment
Name Key Personnel
Selecting an Alternate Facility
Interoperable Communications
Risk Assessment

Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Section II.C
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Name Key Personnel
Each essential function has associated key personnel and positions that 
are necessary to the continuity of operations. 
Without these key personnel, the organization will not be able to meet 
customer needs or fulfill its essential functions. 
A comprehensive COOP plan always includes a succession planning in 
the event these key positions suddenly become vacant. 
Naming key personnel consists of two components: 

delegation of authority.
orders of succession.

Section II.C
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Delegation of Authority
Delegations of authority specify who is authorized to make 
decisions or act on behalf of the department or agency head.
Delegation of authority planning involves:

Identify which authorities can and should be delegated.
Describe the circumstances under which the delegation would be 
exercised, including when it would become effective and terminate.
Identify limitations of the delegation.
Document to whom authority should be delegated.
Ensure officials are trained to perform their emergency duties.

Section II.C.1
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Identify Authority to be Delegated

Two categories of authority in a delegation of 
authority:

emergency authority: ability to make decisions 
related to an emergency (i.e. COOP activation)
administrative authority: make decisions that 
have affects beyond the duration of the emergency.

Section II.C.1.a, Worksheet # 22
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Identify Authority to be Delegated

Worksheet #22: Matrix 
For Listing Delegation of 
Authority

Annex B, Worksheet #22
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Rules and Procedures for 
Delegation of Authority

Vacancies in key positions can occur for a variety of reasons.
List conditions or events that will trigger the delegation of 
authority for that key position.  
Tie delegation of authority activation to the level of threat or
category of emergency.  
Detail how the designee will assume authority and how staff will
be notified.
Limitations are often restrictions on the duration, extent or scope 
of the authority. 
Provide training to officials on performance of their emergency 
duties.

Section II.C.1.b, Worksheet # 23
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Limitations on Authority to be 
Delegated

Worksheet #23: 
Delegation of Authority --
Rules, Procedures and 
Limitations

Annex B, Worksheet #23
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Order of Succession
Orders of succession allow for an orderly and predefined 
transition of leadership. 
Include an order of succession for each key position.
Succession planning is not limited to solely management 
positions. 
Orders of succession is intertwined with determining 
delegation of authority in an emergency. 
Identify key positions by the position title. List the name of 
the person currently in the position.
Consider organizational and geographic proximity of the 
successor.

Section II.C.2
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Current Organization Chart

Worksheet #24: Current 
Organization Chart

Annex B, Worksheet #24
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Name Key Personnel
Let’s review:

Delegations of authority specify who is authorized to make 
decisions or act on behalf of the department or agency head.
Two types of delegation of authority:  emergency and 
administrative.
Determine duration, scope and extent of the limitations of 
authority.
Prepare order of succession for all key positions.
Include an organization chart with titles, names and contact 
information.

Next:  Phase II – Selecting an Alternate Facility
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Phase II:
Identification of Functional 

Requirements

Selecting an Alternate Facility
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Creating a COOP plan
7 phases of the COOP planning process

Project Initiation
Identification of Functional Requirements

Identify & Prioritize Essential Functions
Identify Vital Records, Systems and Equipment
Name Key Personnel
Selecting an Alternate Facility
Interoperable Communications
Risk Assessment

Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Section II.D
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Selecting an Alternate Facility
Pre-position, maintain, or provide for minimum essential equipment for 
continued operations of essential functions at the alternate operating 
facilities.
Several types of alternate work sites and all have different capacity 
levels. 

Hot Site—all systems and records necessary to begin operations
Warm Site—some systems and records available, but requires 
some time and additional resources to become fully operational.
Cold Site—a location with no pre-installed systems or records from 
which to begin operations.  Least expensive option, but also most 
timely to begin recovery operations.

Section II.D.1
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Selecting an Alternate Facility
Factors to consider in selecting an alternate facility

Location – Risk free environment, geographically dispersed.
Construction – Safe from high-risk areas.
Space – Space for personnel, equipment, and systems.
Billeting and Site Transportation – Consider public access, public 
transportation, proximity to hotels,
Communications – Support data and telephone communication 
requirements. 
Security – Controlled access.
Life Support Measures – Access to life support measures, food, water 
and lodging.
Site Preparation Requirements – Time, effort and cost required to make 
ready.
Maintenance – Degree of maintenance required to keep the facility ready.

Section II.D.1
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Identify Requirements for Alternate 
Work Sites

Identifying the work site needs by essential function.
Logistical support and lodging through arrangement with vendors 
for transportation, hotels, catering, etc. 
Address the needs of employees with disabilities as required by the 
federal Americans with Disabilities Act. 
COOP plan should also address employees’ emotional needs. 
A COOP plan may include provisions for counseling and plan for 
readjustments of work assignments.

Section II.D.1, Worksheet #27
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Identify Requirements for Alternate 
Work Sites

Worksheet #27: 
Requirements for 
Alternate Work Sites

Annex B, Worksheet #27
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Alternate Work Sites

Worksheet #30: 
Transportation, Lodging, 
and Food

Annex B, Worksheet #30
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Options for Alternate Work Sites
Possible alternate facilities should accommodate:

Immediate capability to perform essential functions under various threat 
conditions.
Sufficient space and equipment to sustain the relocating organization.
Ability to communicate with all identified essential internal and external 
organizations, customers, and the public.
Reliable logistical support, services, and infrastructure systems, including 
water, electrical power, heating and air conditioning, etc.
Ability to sustain essential functions for 14 days.
Appropriate physical security and access controls.
Consideration for the health, safety, and emotional well being of relocated 
employees and customers, i.e., number of washrooms, parking, 
accessibility for the disabled, etc.

Section II.D.2, Worksheets # 32 & 33
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Selecting an alternate facility
Let’s review:

Three types of sites:  Hot, Warm and Cold
Alternate site considerations:  location, construction, 
transportation, communication, security, preparation 
requirements, maintenance
Identify facility requirements.
Special consideration for daycare and counseling.
Identify options for alternate sites

Next:  Phase II – Interoperable Communications and Risk 
Assessment



71

Phase II:
Identification of Functional 

Requirements

Interoperable Communications
Risk Assessment
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Creating a COOP plan
7 phases of the COOP planning process

Project Initiation
Identification of Functional Requirements

Identify & Prioritize Essential Functions
Identify Vital Records, Systems and Equipment
Name Key Personnel
Selecting an Alternate Facility
Interoperable Communications
Risk Assessment

Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Section II.E
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Identify Alternate Modes of 
Communication

Alternative providers and/or modes of communication fill the 
gap when preventive controls fail.  
One solution is to have separate emergency 
communication system set up.
Consider also providing radios, satellite phones or other 
special communication devices to COOP team members for 
use in an emergency.
Interoperability is the ability of a system or a product to 
work with other systems or products without special effort 
on the part of the user.
One consideration is communication between systems at 
the alternate work site(s) and the primary facility, the EOC 
or State EOC.

Section II.E
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Interoperable Communications

Worksheet #34: 
Communications 
Systems Supporting 
Essential Functions

Annex B, Worksheet #34
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Chain of Communication

Communication between key personnel, general 
staff and the public for COOP implementation. 
A rapid recall list is a cascading list of personnel 
within the organization, and management, in order 
of notification. 
The list should contain the business, home, pager, 
and cellular numbers for each individual, and any 
alternate means of communication.

Section II.E
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Rapid Recall List

Worksheet #37: 
Personnel Contact List 
(Rapid Recall List)

COOP Manual, Annex B

Annex B, Worksheet #37
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Media Relations & Public 
Communication

The media play an important role in disseminating 
information to the public.
Great care must be taken in managing contacts with the 
media to avoid the spread of misinformation and unfounded 
rumors.  
Organizations should consider having a representative from 
media relations on the COOP team. 
Press releases and initial scripts should be prepared in 
advance of disasters or emergencies.
Address method for communicating with agency’s public 
during a disaster.

Section II.E
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Risk Assessment

A risk assessment is an evaluation of the 
probability that certain disruptions will occur and 
the controls to reduce organizational exposure to 
such risk.  
Agencies should perform a risk assessment as part 
of COOP planning.

Section II.F, Worksheet # 38
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Risk Assessment: Identify Hazards

Worksheet #38: 
Capabilities Survey 
Template

Annex B, Worksheet #38
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Identify Hazards
Describe the hazards that may affect the agency:

Location or geographic area affected by each specific hazard 
including the hazard’s extent or magnitude.  
Past events & the probability of future events.
Appendix F of the State Hazard Mitigation Plan Volume 6 of the 
Virginia EOP.
Hazards that were considered but determined to be of low risk. 
State they will not be addressed any further.  
Identify and assess all risks that are not common.
Provide sufficient information in order to identify and prioritize 
appropriate mitigation actions.  
Impact such as the kind & level of damage, in terms of dollar value, 
percent of damage, days of duration, etc.

Section II.F
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Interoperable Communications /
Risk Assessment

Let’s review:
Document current communication systems to support essential 
functions.
Implement preventive controls for communications.
Identify alternate modes of communications.
Plan for media relations and public communication.
Develop Rapid Recall List.
Conduct risk assessment to identify hazards and evaluate risks.

Next:  Phase III – Design and Development
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Phase III: Design and 
Development

Phase IV: Implementation

Phase V: Testing, Training and 
Exercises
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Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
Identification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Section III
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Design and Development

Decide whether the plan should consist of one large plan or 
of a series of smaller COOP plans, one for each major 
division of the agency. 
Sections of a COOP Plan:

Executive Summary
Introduction
Purpose
Applicability and Scope
Authorities and References
Assumptions
Glossary
Cover Page

Section III
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Phase IV: 
Implementation
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Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
Identification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Section IV
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Phase IV: Implementation

During the implementation phase the COOP plan is 
put into practical effect 
Address two issues to ensure the support of all 
employees during implementation:

Human Capital Management
Family Planning

Section IV
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Human Capital Management

People make up an organization!
Human capital management is the process of acquiring, 
optimizing and retaining the best talent. 
Effective Human Capital Management:

Places the right people in the right jobs to perform the agency’s 
essential functions most effectively.  
Ensures that all employees have a clear understanding of what they 
are to do in an emergency
Includes specific protocols for identifying and assisting special-
needs employees.

Section IV.A
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Family Planning

Employees will need to focus on maintaining essential 
functions.
Focus will be disrupted if the employees are also concerned 
about their family’s safety and security. 
Family planning considerations include:

Processes for activating emergency information call in 
number for employees.
A process for accounting for and tracking all employees..  
Provisions for providing guidance and assistance to 
employees and their families. 

Employees should develop their own personal plans. 

Section IV.B
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Go-Kits
All personnel should ensure that their families have a Go-Kit that is 
readily accessible in case of an emergency. 

NOAA Weather Radio with a tone-alert feature 
Copies of important records 
Name and phone number of an out of area contact 
Water –at least 1 gallon per person, per day
Food, at least a three-day supply per person of non-perishable food
Battery-powered radio and extra batteries
Flashlight and extra batteries 
First Aid kit
Whistle to signal for help 
Dust or filter masks, readily available in hardware stores, which are rated based on 
how small a particle they filter 
Moist towelettes for sanitation 
Wrench or pliers to turn off utilities 
Can opener for food (if Go-Kit contains canned food) 
Plastic sheeting and duct tape to “seal the room” 
Garbage bags and plastic ties for personal sanitation  

Section IV.B.2
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Phase V: 
Training, Testing and Exercises
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Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
Identification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Section V
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Phase V: Testing, Training, and 
Exercises

Testing, Training and Exercises phase of the planning 
process is extremely important for employee awareness 
and readiness. 
Testing, Training and Exercises objectives include:

Assess and validate COOP plans, policies and procedures.
Ensure that agency personnel are familiar with COOP procedures. 
Ensure that COOP personnel are sufficiently trained to carry out
essential functions in a COOP situation.
Test and validate equipment to ensure both internal and external
interoperability.

Section V
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Testing

A test is an evaluation of a capability against an 
established and measurable standard. 
Testing is critical for:

Alert, notification and activation procedures
Communications systems
Vital records and databases
Information technology systems
Major systems at the alternate facility
Reconstitution procedures

Section V.A
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Training
Training is instruction in core competencies and skills and is the 
principal means by which individuals achieve a level of 
proficiency.  
Training histories and ongoing training plans should be 
documented
Training results should be published and identified gaps should 
be actively tracked and managed.  
A documented schedule should be published and kept current. 
Two main methods of training:

Orientation
Hands-on Training

Section V.B
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Exercises
Exercises are events that allow participants to apply their skills 
and knowledge to improve operational readiness. 
The goal of exercising an agency COOP plan is to prepare for a 
real incident involving COOP activation. 
Three types of exercises: 

Tabletop
Functional
Full-scale

Section V.C
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Plan Development and 
Implementation

Let’s review:
Design a plan that fits your organization.
Plan components:  Executive summary, Introduction, Purpose, 
Applicability and Scope, Authorities and References, 
Assumptions, Glossary, Cover Page.
Follow plan structure in Annex D.
Prepare Go-Kits.
Testing evaluates capabilities of a system.
Develop a training schedule for all personnel involved in COOP 
planning and activation.
Three types of exercises:  tabletop, functional, full-scale

Next:  Phase VI – Execution
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Phase VI:
Execution
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Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
Identification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Section VI



100

Building Evacuation Plan & 
Evacuation Routes/Exits

The number one objective of any COOP plan should be the 
safety of personnel during a disaster.
The goals of a building evacuation plan are to protect lives 
and property in the event of an emergency. 
All buildings should have designated emergency routes and 
exits placed on each floor of the building. Inform employees 
of the emergency routes and exits for their building.

Section VI
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Building Alert Systems

All buildings should have a system in place to alert 
employees that there is an emergency that 
requires them to leave the building.  
Examples of alert systems include fire alarms and 
building PA systems.

Section VI.A.1, Worksheet # 39
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Building Alert Systems

Worksheet #39: Building 
Alert Systems

Annex B, Worksheet #39
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Emergency Evacuation Personnel
Designate an Emergency Call-In Number 
Designate an evacuation team to ensure building is fully-evacuated: 

Maintain a current list of all occupants. Check off co-workers who safely 
reported to assembly point from occupant list. 
Assist and/or direct occupants with limited mobility either to safe rooms, or 
down stairs if able to negotiate stairway. 
Inform occupants to leave the building as soon as possible and go to 
assembly area. 
Collect information on missing personnel known, or suspected to still be in 
the building, and report to emergency personnel.
Monitor corridors on floors and ensure personnel are moving toward exits. 
Check restrooms on floors to ensure they have been evacuated. 
Make sure fire doors on enclosed stairways and exits are closed and not 
blocked.

Section VI.A.3, Worksheet # 40
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Designated Assembly Area

Meet at a designated assembly area after 
evacuation to account for employees.  
Open area away from the building and out of the 
way of responding emergency personnel.  
Designate more than one assembly area 
depending on the size of the building and the 
location of the exits.  
Alternative assembly areas should be identified in 
the event the main assembly area cannot be used. 

Section VI.A.4, Worksheet # 41
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Shelter-in-Place

Deciding to not evacuate the building is referred to 
as “shelter-in-place.”  
Develop a shelter-in-place plan in the event that 
evacuating the building would be detrimental to 
health and safety of your employees.  
You should have a system of alerting your 
employees to shelter-in-place.

Section VI.A.5
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COOP Execution

A COOP plan can be activated in part or in whole 
depending upon the disruption or threat. 
Agencies should develop an executive decision making 
process that:

Allows for a quick and accurate assessment of the situation.
Provides the best course of action for response and recovery.

COOP implementation into three time-phased operations:
Activation and Relocation
Alternate Operating Facility Operations
Reconstitution

Section VI.B
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Activation and Relocation
“Activation and Relocation” encompasses the initial 12-hour period 
following activation of the COOP plan. 

Evacuate and secure building. Activate plans, procedures and 
schedules to transfer essential functions, personnel, records and 
equipment to alternate operating facilities.
Notify appropriate offices and agencies of COOP activation.
COOP Team Deployment for essential personnel, travel and check-
in alternate facility.
Agencies must be prepared to activate their COOP plans for all 
emergencies, regardless of warning period.  Agencies must also 
plan to activate their COOP plans during both duty and nonduty
hours.

Section VI.B.1
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Activation and Relocation

Relocation involves the actual movement of 
essential functions, personnel, records and 
equipment to the alternate operating facility. 

Transferring communications capability to the 
alternate facility. 
Ordering supplies and equipment that are not 
already in place at the alternate facility.
Other planned activities, such as providing network 
access. 

Section VI.B.1
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Alternate Facility Operations
Guiding essential personnel through the transition to the alternate 
facility will result in quicker COOP implementation.  

Minimum standards for communication and direction and control.
Activation of plans, procedures and schedules to transfer activities, 
personnel, records and equipment.
Securing the primary facility and non-movable equipment and 
records. 

Establish a reception area and check in processing procedures 
Personnel must know where to go to check in and receive 
assignment to their workspaces.  
Personnel may need information about hotels, restaurants, laundry 
facilities and medical treatment facilities. 

Section VI.B.2
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Go-Kits

Have key personnel create Go-Kits. 
Organizational Go-Kits are packages 
of records, information, 
communication and computer 
equipment and other items related to 
emergency operations. 
Key personnel should prepare a kit in 
advance and keep it up to date and 
available should deployment be 
necessary. 

Section VI.B.2.a
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Sample Go-Kit

Worksheet #42: Sample 
Go-Kit Contents and 
Maintenance List 

Annex B, Worksheet #42
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Reconstitution

Reconstitution is the process by which agency personnel 
resume normal agency operations from the original or a 
replacement primary facility.
Emergency specific reconstitution planning should begin as 
soon as the COOP is implemented. 
Reconstitution is conducted after the emergency or 
disruption ceases and is unlikely to resume. 

Section VI.B.3
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Execution
Let’s review:

Develop, document and test building evacuation plans, alert 
systems and evacuation routes/exits.
Designate emergency evacuation personnel.
Identify assembly area(s)
Document shelter-in-place procedures.
Outline executive process for COOP activation.
Time-phased approach:

Activation, COOP team deployment, relocation, devolution
Alternate facility operations
Reconstitution

Next:  Phase VII – Revising and Updating
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Phase VII:  
Revising and Updating
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Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
Identification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Section VII
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Phase VII: Revising and Updating
COOP planning is a journey.
Review and update its plans regularly. 
Work does not end with the development and implementation of 
a COOP program.  
An effective COOP plan will not remain viable without regular 
review and revision.
To maintain COOP readiness:

Train key personnel.
Conduct periodic COOP exercises.
Institute of a multiyear process to ensure the plan continues to be 
updated as necessary.

Section VII
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Establish a Review Cycle

COOP plans, policies and procedures should be 
reviewed at least annually.  
Conduct additional reviews following each exercise 
and the testing of major systems. 
Issues raised in training may also trigger plan 
review.

Section VII.C.3
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Developing the COOP Maintenance 
Budget

When developing the budget, be sure to consider costs 
related to:

Planning team time (if required by agency).
Plan and procedure development.
Hazard Identification and Risk Mitigation
Alternate Facility.
Interoperable communications.
Testing, Training and Exercises
Logistics and administration.
Security.
MOUs/MOAs 

Section VII.C.4
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Distributing the COOP Plan

Initial distribution of the COOP plan:
Providing personnel with a hardcopy.
Distribution via the agency’s intranet.

If intranet/internet access is not available, document 
procedures and instruct the response team as to the 
location of the COOP Plan.

Section VII.D
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COOP Planning Checklist

Worksheet #44: COOP 
Planning Checklist

Annex B, Worksheet #44
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Revising and Updating

Let’s review:
Review and update its plans regularly. 
Train key personnel.
Conduct tests and exercises.
Develop multiyear strategy and program management.
Develop maintenance budget and gain commitment to fund 
ongoing COOP program.
Establish a review cycle.
Distribute the COOP plan to key personnel.
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Creating a COOP plan

7 phases of the COOP planning process
Project Initiation
Identification of Functional Requirements
Design and Development
Implementation
Training, Testing and Exercises
Execution 
Revision and Updating

Introduction
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COOP Planning Review

Resume operations within 12 hours.
All hazards approach. Activation with or without warning.
Involve key personnel. Identify COOP Coordinator and facilitate 
COOP team.
Identify and prioritize essential functions.
Identify resources to continue essential functions (records, 
systems, equipment, personnel, etc.)
Select an alternate facility or alternate facilities.
Document plan communication and activation processes.
Train personnel. Test and exercise.
Commit to a Multiyear Strategy and Program Management Plan.
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COOP Planning Objectives

Ensure the continuous performance of a department or 
agency’s essential functions during an emergency.
Ensure the safety of employees.
Protect essential equipment, records and other assets.
Reduce disruptions to operations.
Minimize damage and losses.
Achieve an orderly recovery from emergency 
operations.
Identify relocation sites and ensure operational and 
managerial requirements are met before an emergency 
occurs.

Introduction
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Remember …COOP planning 
is a journey.
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